
VOICES OF VULNERABILITY 
DISCLOSURE POLICY

you need a vulnerability disclosure policy in place today to avoid being Equifax tomorrow.



All companies should consider promulgating a 
vulnerability disclosure policy,

ROD J. ROSENSTEIN
Deputy Attorney General, U.S. Department of Justice



every corporation should have a 
vulnerability disclosure policy 

JEFF MASSIMILLA
Chief Product Cybersecurity Officer, General Motors



Vulnerability disclosure has long been an open, 
important issue in cybersecurity.

ANGELA SIMPSON
Deputy Assistant Secretary for Communications and Information,
National Telecommunications and Information Administration



Companies that lack a clear vulnerability 
disclosure program are at increased risk

MEGAN BROWN
Partner, Wiley Rein LLP



Companies should communicate and coordinate with the 
security research community as part of a continuous 
process of detecting and remediating software 
vulnerabilities.

the 
adoption of vulnerability disclosure policies represents a 
cost-effective and efficient method of identifying and 
addressing vulnerabilities.

FEDERAL TRADE COMMISSION



NICK RITTER
VP Product Security, General Electric



Manufacturers should also adopt a 
coordinated vulnerability disclosure 
policy

U.S. FOOD AND DRUG ADMINISTRATION
Postmarket Management of Cybersecurity in Medical Devices



defining a disclosure 
policy is an important first step.

THE CERT  GUIDE TO COORDINATED VULNERABILITY DISCLOSURE
CERT Division of the Software Engineering Institute



For the first time, anyone who identifies a 
security issue on a DoD website will have 
clear guidance on how to disclose that 
vulnerability in a safe, secure, and legal 
way. 

ASH CARTER
Former Secretary of Defense, U.S. Department of Defense



let researchers look 
for critical vulnerabilities in devices 
purchased by the government without 
fear of prosecution

SENATOR RON WYDEN (D-OR)
United States Senate



acknowledge the 
importance to engage with researchers and the 
hacker community in the reporting of 
vulnerabilities

MANIFESTO ON COORDINATED VULNERABILITY DISCLOSURE
Global Forum on Cyber Expertise



Identifying and fixing vulnerabilities is 
therefore crucial, and the process of 
disclosing vulnerabilities is a vital 
component that cannot be 
underestimated.

GOOD PRACTICE GUIDE ON VULNERABILITY DISCLOSURE
European Union Agency for Network and Information Security



there 
has to be a quick and efficient response to reports in 
order to resolve vulnerabilities

Specifically, this means that 
an organisation publicly endorses the responsible 
disclosure policy.

GUIDELINE FOR RESPONSIBLE DISCLOSURE OF IT VULNERABILITIES
Ministry of Justice and Security, Government of the Netherlands



companies providing internet services 
and devices adhere to a vulnerability 
disclosure policy.

JULIAN KING
Security Union Commissioner, European Commission



Establish a vulnerability disclosure policy and bug 
bounty program. 

“MORE DETAILS ON THE PACER VULNERABILITY”
Free Law Project



A VDP should be considered table stakes 
for any company with a public footprint.

SCOTT CRAWFORD
Research Director of Information Security, 451 Research
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https://info.hacker.one/vdp-guide/
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